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ACCESS CONTROL
Section is for connection to old Johnson “Cardkey” P2000 system only.  UCI is changing to a different system.  Coordinate with project manager. 
GENERAL
SUMMARY
Section includes:
The Access Control System (ACS) shall link with the existing campus P2000 system. 
Provide the detail design of the system, furnish and install hardware, as required to accept this building, start-up and commission the system, and then warrant the completed system including equipment, appurtenances, and existing campus central station modifications.
The controller shall be Johnson Controls, Inc. Ck721 V2.4+ or approved substitute with the following functionality: The controller shall be a fully stand-alone processor capable of making access control decisions without the involvement of the server computer based on a set of parameters passed to the controller from the server.
The controller shall support up to sixteen (16) card readers in addition to either 256 input points or 128 input and 128 output points. It shall further support up to 12 facility codes per reader, 40 unique holidays, 32 access group and time zone pairs The identification and location for security access is related to the building design and building type.  In general, floors of a laboratory building shall be isolated.  Building public entrances and service entrances shall be isolated.  Close coordination with curtain wall systems, adjacent materials, hardware, parking, adequate lighting, and recessed telephone boxes with a nearby phone book for visitor night access shall be considered for each Project.
The system shall monitor door contacts for door propped alarms to sound at the readers.
The central control panel shall have an Ethernet network 10 base T card to allow connection to the campus network.  Security system wiring shall be segregated from other systems. The central control panel shall be located in the MDF telephone room and include a hinged, lockable cover.
MANUFACTURERS
Acceptable Access Control System Manufacturers:
Johnson Controls Inc.
HID Corporation.
Products:
CK721 or equivalent control panel.
S300-BAT Battery, GEL, Back-up.
S300-XFMR - Transformer, Plug-in.
S300-DIN-L – Enclosure, DIN Rail, large.
S300-DIN-RDR2S – Interface, 2 Door, Supervised Inputs.
S300-RDR2 – Module, 2 reader, Prox.HID-31 Classic Swipe Prox Reader.
SYSTEM DESCRIPTION AND FUNCTION
Design and install an access control system including necessary hardware and software to perform the functions intended.
The system shall be fully integrated to the existing campus Cardkey Pegasus 2000 access system and the existing hardware and software shall be modified to include the extended system.
The system shall provide the following functions:
Provide access control using the Prox type access card.
Monitor access doors and other points for alarm and status.
Log selected events to the host system printer.
Upload access data to the host system terminal.
Display alarms on the host system terminal.
Local programming of the system using a portable computer.
Access control decisions shall be made locally by the ACS automatically without the need for any operator intervention.  Whenever an alarm or other exceptional situation occurs, the ACS shall automatically alert the existing campus central station operator via an Ethernet connection while executing preprogrammed output commands as established by the University's Representative.  
The ACS shall provide programmed access control by card number time zones, and location of access.  The existing campus central station shall be able to perform supervisory checks of ACS entry transactions.
The ACS shall perform data acquisition of facility security conditions and shall be capable of uploading transactions and/or events to the existing campus central station system and include the date, time, location, and nature of the event.
The ACS shall use distributed control architecture to ensure minimum upsets or shutdowns in the event of a single or multiple component failure.  The ACS shall be capable of identifying the failed component(s) and bring it to the attention of the existing campus central station operator
The ACS shall possess a modular architecture that permits 25% expansion of the system through the addition of expansion boards and memory to a floor terminal controller and adding more door smart terminal interface panels, sensors, and readers.
ACTION SUBMITTALS
Submit complete coordination system documentation including, but not limited to:
Equipment location and conduit routing drawings.
Point-to-point wiring diagrams.
Descriptive literature and specification sheets for hardware and equipment.
Operating and maintenance instructions on hardware and equipment.
I/O (input/output device) point assignments.
Complete schedule and legend listing sensors, readers, etc., indicating its location, make and model number, I/O assignment, etc.  Room numbers shall be actual, final building room numbers.
Database and software modification documentation indicating sequences of operation, listing of control program additions, flow charts of control program additions, and proposed floor maps with symbols to be programmed into the existing campus central station terminal.
Procedures and documents to be used for training, check-out, and commissioning (prior University approval required).
INFORMATIONAL SUBMITTALS
Field quality-control reports.
CLOSEOUT SUBMITTALS
Operation and Maintenance Data: For security system to include in emergency, operation, and maintenance manuals. In addition to items specified in Section 01 7000 "Execution and Closeout Requirements” for Operation and Maintenance Data, include the following:
Hard copies of manufacturer's specification sheets, operating specifications, design guides, user's guides for software and hardware, and PDF files on USB or cloud media of the hard-copy submittal.
System installation and setup guides with data forms to plan and record options and setup decisions.
QUALITY ASSURANCE DURING CONSTRUCTION
The installation contractor shall have an established engineering, sales, installation, and service presence within Southern California.  This office shall have been in operation for a period of not less than five years prior to the bid date of the project.
The Installation Contractor shall be a Branch office, a Main Office, or an authorized dealer and/or Installer of the system manufacturer and shall have done at least two (2) projects similar to this project in size and type in the last three (3) years.
The Installation Contractor shall be responsible for the complete installation and proper operation of the ACS, including the initial data input, system debugging, and initial calibration of system components.
A full-time Project Manager with a minimum of five (5) years’ experience with facilities of this size project and complexity shall be assigned to manage both the engineering/design and system installation/start-up phases of the projects.  Close coordination and approval from and with the Design Professional is required.
SEQUENCE OF OPERATION
Operation of a valid card on an access control reader shall release the lock mechanism for a preset time.
Request to exit as detected by the motion sensor shall release the lock mechanism for a preset time.
While the lock mechanism is released, the alarm contacts shall be shunted to prevent an alarm.
If the alarm contacts are opened or are not closed at the end of the lock release preset time, a local alarm shall sound.  This alarm shall be repeated to the control security station.
Card readers in elevator cars shall be linked to elevator controls to allow travel to selected floors.  The system shall be capable of restricting access to floors not permitted by the access card.
PRODUCTS
COMPONENTS
The access control system shall comprise the following principal hardware.
Intelligent Terminal Controller to support the Smart Terminal Interface Programming Equipment and communications with the existing central controller. Controller shall have a battery sized to provide six hours of power in event of primary power failure.
Smart Terminal Interface units for connection of door hardware and access reader.
Card Readers shall use the Proximity reader technology as used on the campus.  Card readers shall be suitable for their installed locations.
Access cards shall be “effect” security cards as used on the campus. Access cards shall be provided with the system preprogrammed with the University's facility code.
Door hardware shall consist of:
Electric strikes as furnished in door hardware Division.  Verify the strikes' power and connection requirements and provide equipment necessary to interface with the electric strike.  Coordinate and provide necessary hardware for connection to any automatic disabled access control doors.
Request to exit shall consist of a motion sensor mounted above the door.
Door alarm contacts shall be coordinated with the door construction.
Where an access control door is installed on a means of escape, an emergency pull station shall be provided.  The pull station shall release the door lock and signal an intrusion.
EXECUTION
INSTALLATION
Provide conduit and wire from dedicated 120 VAC emergency power circuits.
Power supply wiring (120 VAC) shall be run in dedicated conduit.  Power conduit shall be separated from control and signal conduits by a minimum of 3 inches.
ACS equipment shall be located such that it is accessible for service while maintaining clearances or walkways required around other equipment or obstacles.
Control elements located in outdoor installations shall be weatherproof.
Splices in shielded cables shall not be permitted.  Terminations of shields and conductors shall be done in accordance with the manufacturer's instructions.
Cabling and wiring within panels shall be harnessed with tie wraps and secured in a neat and orderly fashion.
Cable runs shall be kept as short as possible, allowing extra length for making connections to termination points.
Each cable or individual conductor shall be labeled with a unique tag for quick identification during checkout, testing, and troubleshooting.  Each component shall be permanently labeled with the device name and at each terminal point per Division 26 Section “Identification for Electrical Systems.”
SYSTEM TESTING AND CHECKOUT
Prior to the acceptance test, the perform the following tasks:
Check for electrical continuity, eliminating shorts and open circuits, and verify grounding.
Install, calibrate, adjust, debug, and set system's initial operating parameters including the existing campus central station.
Check out systems to verify the provided engineering documentation and approved submittals have been followed.
The ACS, including the interface with and programmed responses of the existing campus central station, must operate continuously for seven (7) days with no operational malfunctions or problems before setting an acceptance test date.  Simulate different access and egress scenarios for worst case condition and simulate other alarm conditions to test the ACS's response and handling of situations.  Keep a detailed log of tests conducted, problems encountered, and the corrective action that was taken.
Prepare and submit an Acceptance Test Plan for approval.  This test shall include verification of communications, control, and response from the existing campus central station to a floor terminal controller, to a smart terminal interface, and finally to the sensor and controlled device to demonstrate the proper operation of control loops, conditional control and default sequences in accordance with the project documentation.
Obtain the approval of the University's Representative as to when the acceptance test will be performed.
Conduct the acceptance test in the presence of the University's security supervisor and/or of their designated Representative, following the approved Acceptance Test Plan.
The University's Representative shall check off and initial each successfully tested item. Demonstrate that the electromechanical systems are operating properly, and that the system is providing the required control sequences, alarms, and report generations.
An ongoing punch list shall be maintained throughout the test of items.  This list shall contain items that must be corrected prior to accepting the system for beneficial use and commencement of the warranty period.
TRAINING
Furnish the services of competent instructor(s) who shall give a maximum of four hours instruction and orientation to the University's designated personnel in the adjustment, operation, and maintenance, including pertinent safety requirements of the equipment, the affected systems, and the software provided.  The training shall be customized to reflect the actual system installed instead of being a general (canned) training course.  Each instructor shall be thoroughly familiar with aspects of the subject matter they are to teach.
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